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Landscape: Data Breaches by the numbers
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Costs by Industry

Cost of a data breach by industry
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| Increasing Trends of Cyber Concerns

Financial/PE/Investment Services firms have growing concerns about their cybersecurity posture, on top of
ensuring their portfolio companies are invested.

In the financial industry, cybersecurity attacks are evolving and not typically targeting one specific organization. Rather,
there is a growing attack surface once organizations establish partnerships and outsource services. Hackers target third-
party and fourth-party organizations (or portfolio companies) that financial organizations rely on and, therefore, become
victims of such attacks due to inadequate preparedness.

Also, there’s an increased rate of financial disruption for Private Equity Firms and Hedge Funds due to limited visibility of
how well cybersecurity is embedded into business operations. Other trends include:

% Challenging Cybersecurity Insurance % Limited enforcement of protecting % Limited cyberinvestments that resultin
Renewals organization resources unexpected expenses of portfolio

% Decentralized balance of security focus % Increased attacks at portfolio-level leading to % Delayin acquisitions due to increased
across people, process and technology high-risk investments and deal transactions cybersecurity risks and attacks
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Types of Attacks

Cost and frequency of a data breach by initial attack vector
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Double the Problem

Poor Cybersecurity

Management

Understanding IT and
Cyber Expectation

Lack of
Accountability

Establishing Checks and

Balan
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Fund-Level

Executives may lack technical knowledge to make informed

cybersecurity decisions.

Executives may lack technical knowledge to make informed

cybersecurity decisions

Limited accountability to oversee cyber programs at portfolio |

/ investment companies

Firms may provide shared IT/Security services to portfolio

companies, without establishing independent functions for

both IT and cybersecurity

Portfolio Company-Level

Inconsistent cybersecurity policies and practices across
different Portfolio / Investment companies, lack of skilled
labor

IT spend only keeps the lights on, Cybersecurity costs are
underinvested

Leadership may not fully grasp the importance of
cybersecurity, leading to inadequate support

Without strong governance, cybersecurity responsibilities
may be unclear

Smaller companies may not have the capacity to separate
these functions, leading to less effective security



| Gramm-Leach-Bliley Act (GLBA)

The cybersecurity requirements under the Gramme-Leach-Bliley Act (GLBA) for the Small Business Investor Alliance (SBIA) and Small
Business Investment Companies (SBICs) are designed to ensure the protection of customer information.

Key requirements outlines by GLBA

« Comprehensive information security program - Written program with administrative, technical, and physical safeguards
 Designate a Qualified Individual to oversee the information security program

« Conduct Risk Assessments: Regularly assess risks to customer information

« Implement Controls: Address identified risks with appropriate controls

 Continuous Monitoring and Testing: Ensure ongoing monitoring and testing of the security program

« Access Controls: Implement controls to limit access to customer information

 Penetration Testing and Vulnerability Scanning: Conduct regular testing and scanning to identify vulnerabilities
 Incident Response Capabilities: Develop and maintain capabilities to respond to security incidents

* Reporting security events to the FTC no later than 30 days after discovering a security breach involving at least 500 customers
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| SEC's final rule 33-11216

Cybersecurity Risk Management:

The need to adopt and implement written policies and procedures to address cybersecurity risks.

Registrants must provide periodic disclosures about their processes to assess, identify, and manage material
cybersecurity risks.

Incident Reporting and Disclosures

Material cybersecurity incidents must be disclosed on Form 8-K within four business days of being deemed material

o Thisincludes describing the nature, scope, timing, and impact of the incident on the company's financial
condition and operations

* Periodic Disclosures:

Companies must provide periodic disclosures about their cybersecurity risk management, strategy, and governance
in their annual reports. Registrants are required to disclose the board of directors' oversight of cybersecurity risk.

o Thisincludes describing processes for assessing, identifying, and managing material risks from cybersecurity

threats, as well as the board of directors' oversight and management's role in these processes
» Delayed Disclosures:

Disclosure may be delayed if the U.S. Attorney General determines that immediate disclosure would pose a
substantial risk to national security.
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Potential expansion of rulings

While direct impact of SEC rulings may be limited, SEC’s actions may influence private companies in
several ways:

» Best Practices: Adopt regulatory standards as guideline of best practices for improving the
cybersecurity posture.

 Third-Party Relationships: When working with a public company or providing services, private
companies may be required to align its cyber practices with standards expected by the SEC.

 Preparation forIPO: If there is a plan to consider going public, companies must implement SEC’s
cybersecurity rules.

* Investor Confidence: Aligning with SEC standards may be a factor to attract investors to show
commitment to protecting stakeholders’ interests.
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Managing Cyber Risks makes a Difference
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Factors that reduced the average breach cost

258,629
258,538
—255,932
—248,072
243,914
—243,090
—240,499
225,634
222,883
—219,074
—214,603
—206,344
—200,050
186,463
—185,533
~167,430
—166,600
—152,256
144,365

—92,734

Employee training

AL machine learning
driven insights

Security information and
event management (SIEM)

Incident response (IR) planning
Encryption

Threat intelligence

DevSecOps approach

IR teamn

Identity and access
management (IAM)

Proactive threat hunting

Security orchestration,
automation and response (SOAR)

Insurance protection
Offensive security testing

ASM

Endpoint detection and
response tools

Gen Al security tool

Data security and
protection software

Board-level aversight

CISO appointed

Managed security
service provider (MSSP)

Security system complexity
Security skills shortage
Third-party breach
Noncompliance with regulations
Migration to the cloud

Supply chain breach

IoT or OT environment impacted

Remote workforce

Factors that increased the average breach cost

+256,529
+251,940

+240,599

+237,118

+230,979

+221,718

+218,500

+185,862

Source: IBM Security Cost of a

Data Breach Report 2024



Considerations Solution for PE/Capital/Investment
Firms

Financial Sponsors, PE/Capital/Investment Firms need to establish cybersecurity program offices for pre- and post-acquisitions using a consistent approach.

Acquisition Activity Cybersecurity Program Oversight Onboardin
* (Pre-Post) Due Diligence Assessment for
Buyer and Seller Perspective to understand « Technical Risk Assessment * Remediation Services
at a high-level (not limited to): - In-depth assessment using industry - Support the remediation of priorrisks, at a
- T and Cyber Operations and infrastructure framework to identify cybersecurity risks technical and program-level perspective
- Potential IT and Cyber-related risks - Penetration testing - Establish scalable program-level solutions
- Priorincidents - Internal Vulnerability Scans - Digital Forensic/Incident Response
- Existing IT and Cyber strategy - M365 Security Review » OngoingActivities
- Privacy-related processes - Social Engineering - Monitoring and maintaining cybersecurity
- The preparedness of IT and Management - Source-code reviews (if any) practices
to respond and recover from a security - Establishment of remediation roadmap - Managed Security Services

!ncidentordata breach / K - SME Activities /
vCISO Journey
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Assessment Services for Organization Maturity Level

Lower IT and cyber maturity organizations should focus on foundational cybersecurity services to build their programs, while more
mature organizations should invest in advanced services to enhance compliance and security insights

- Organizations that have not conducted prior

Initial Baseline
Somewhat Mature [

cyber reviews - Organizations with an existing cyber program
- Smaller Organizations established - Organizations with well-established cyber
~ Limited IT staff or capabilities - Has some awareness of cybersecurity needs programs and capabilities
- Dedicated IT staff and capabilities - Dedicated investments and teams for IT and
Recommended Activities: - Some security services (internal/external) cyber . o .
. . - Programs to monitor existing compliance
1. M365 Security Review o commitments
2. High-level Cyber Risk Assessment Recommended Activities:
' i ' ishi 1. M365 Security Review
3. Social Engineering (standard phishing) ‘ y ' ‘ Recommended Activities -
2. Cyber Risk Assessment (high-level or industry , .
standard) . M365 Security Review
3. Penetration Testing (scrape the surface Cgmpl|ahce—based cyberrisk assessment
approach) Privacy risk assessment

Penetration Testing (intrusive approach)
Incident Response Tabletop

Vulnerability Scans

Social Engineering Testing (comprehensive)

4. Vulnerability Scan
5. Social Engineering (standard phishing)

No Ok wh e

12 CohnReznick LLP



CohnReznick Case Study

Problem

Typically, audit clients have several concerns:

* Experienced a security incident that
warranted additional visibility and
awareness of technical risks

* Reaffirm commitments made to executive
leadership through cybersecurity and
technical assessments of being proactive

» Cybersecurity insurance premiums
increased

* Needed additional assurance for
understanding risks and alignment with
best practices

+ Limited objective testing processes to
evaluate the cybersecurity posture to ensure
unbiased insights
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@ Solution

CohnReznick proposed a high-level
cybersecurity risk assessment coupled with
some technical testing to provide the
stakeholder with a high-level awareness of
cybersecurity risks and maturity of the client.

During scoping, we defined a list of controls
from industry standards commonly adopted
across the industry and selected business
critical systems to include in a penetration
testing exercise to identify vulnerabilities that
can lead to a cybersecurity incident.

Our independent assessment informed
leadership of critical risks that may adversely
impact the organization’s role in protectingits
resources and its overall maturity against
industry leading standards.

* Increased visibility and awareness to
executives of remediation needs to address
cyber risks, improve maturity, and a deeper
understanding of industry expectations.,
Increase stakeholder confidence by
demonstrating commitment through
independent assessments.

¢ Costsavings to proactively protect

organization resources and prevent security
incidents or breaches



Thank You!
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JOIN US FOR OUR UPCOMING EVENTS

West Coast Capital Summit
March 25-27, 2025
Fairmont Century Plaza
Los Angeles, CA

2025

o THE SMALL BUSINESS
INVESTOR ALLIANCE

55 Midwest Deal Summit
Z_—.I May 28-29, 2025

0 S The Four Seasons Hotel Chicago
R, Chicago, IL

Yt &




Invest with experienced independent sponsors

engaged in the lower middle market.

This first-of-its-kind dealmaking series puts you in the room
with the independent sponsors you want to meet.

The invitation-only Independent ’ - t
Sponsor Forum (ISF) Deal Series

connects capital providers with
vetted independent sponsors in a
format designed to maximize your

return on investment and time.

 Highly actionable one-to-one meetings
e Valuable background information on every attendee

2025 Independent Sponsor Forum Deal Series Events
March 12, 2025 May 6, 2025

ISF Deal Series Nashville ISF Deal Series Philadelphia
June 25, 2025 September 10, 2025
ISF Deal Series Los Angeles ISF Deal Series Chicago
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